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An introduction to designing and configuring SSL virtual private networks
 
Jazib Frahim, CCIE® No. 5459
Qiang Huang, CCIE No. 4937
 
Cisco® SSL VPN solutions (formerly known as Cisco WebVPN solutions) give you a flexible and secure
way to extend networking resources to virtually any remote user with access to the Internet and a web
browser. Remote access based on SSL VPN delivers secure access to network resources by establishing an
encrypted tunnel across the Internet using a broadband (cable or DSL) or ISP dialup connection.
 
SSL Remote Access VPNs provides you with a basic working knowledge of SSL virtual private networks on
Cisco SSL VPN-capable devices. Design guidance is provided to assist you in implementing SSL VPN in
existing network infrastructures. This includes examining existing hardware and software to determine
whether they are SSL VPN capable, providing design recommendations, and guiding you on setting up the
Cisco SSL VPN devices. Common deployment scenarios are covered to assist you in deploying an SSL VPN
in your network.
 
SSL Remote Access VPNs gives you everything you need to know to understand, design, install, configure,
and troubleshoot all the components that make up an effective, secure SSL VPN solution.
 
Jazib Frahim, CCIE® No. 5459, is currently working as a technical leader in the Worldwide Security
Services Practice of the Cisco Advanced Services for Network Security. He is responsible for guiding
customers in the design and implementation of their networks, with a focus on network security. He holds
two CCIEs, one in routing and switching and the other in security.
 
Qiang Huang, CCIE No. 4937, is a product manager in the Cisco Campus Switch System Technology
Group, focusing on driving the security and intelligent services roadmap for market-leading modular
Ethernet switching platforms. During his time at Cisco, Qiang has played an important role in a number of
technology groups, including the Cisco TAC security and VPN team, where he was responsible for trouble-
shooting complicated customer deployments in security and VPN solutions. Qiang has extensive knowledge
of security and VPN technologies and experience in real-life customer deployments. Qiang holds CCIE
certifications in routing and switching, security, and
ISP Dial.
 

Understand remote access VPN technologies, such as Point-to-Point Tunneling Protocol (PPTP), Internet●

Protocol Security (IPsec), Layer 2 Forwarding (L2F), Layer 2 Tunneling (L2TP) over IPsec, and SSL VPN

Learn about the building blocks of SSL VPN, including cryptographic algorithms and SSL and Transport●

Layer Security (TLS)

Evaluate common design best practices for planning and designing an SSL VPN solution●



Gain insight into SSL VPN functionality on Cisco Adaptive Security Appliance (ASA) and Cisco IOS®●

routers
Install and configure SSL VPNs on Cisco ASA and Cisco IOS routers●

Manage your SSL VPN deployment using Cisco Security Manager●

 
This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco
Press help networking professionals secure critical data and resources, prevent and mitigate network attacks,
and build end-to-end self-defending networks.
 
Category: Networking: Security
Covers: SSL VPNs
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From reader reviews:

Nick Jansen:

Here thing why this SSL Remote Access VPNs (Network Security) are different and trustworthy to be yours.
First of all looking at a book is good nonetheless it depends in the content of the usb ports which is the
content is as yummy as food or not. SSL Remote Access VPNs (Network Security) giving you information
deeper since different ways, you can find any reserve out there but there is no e-book that similar with SSL
Remote Access VPNs (Network Security). It gives you thrill studying journey, its open up your own
personal eyes about the thing this happened in the world which is probably can be happened around you.
You can easily bring everywhere like in area, café, or even in your way home by train. When you are having
difficulties in bringing the printed book maybe the form of SSL Remote Access VPNs (Network Security) in
e-book can be your substitute.

Jay Blanchard:

Now a day people who Living in the era wherever everything reachable by connect with the internet and the
resources in it can be true or not require people to be aware of each information they get. How individuals to
be smart in having any information nowadays? Of course the reply is reading a book. Reading through a
book can help folks out of this uncertainty Information mainly this SSL Remote Access VPNs (Network
Security) book as this book offers you rich data and knowledge. Of course the data in this book hundred pct
guarantees there is no doubt in it as you know.

Jeff Cunningham:

Reading a e-book tends to be new life style on this era globalization. With studying you can get a lot of
information that will give you benefit in your life. With book everyone in this world may share their idea.
Guides can also inspire a lot of people. Plenty of author can inspire their very own reader with their story or
perhaps their experience. Not only the storyline that share in the books. But also they write about advantage
about something that you need instance. How to get the good score toefl, or how to teach your young ones,
there are many kinds of book that exist now. The authors on this planet always try to improve their
proficiency in writing, they also doing some research before they write to their book. One of them is this SSL
Remote Access VPNs (Network Security).

Brian Scheele:

This SSL Remote Access VPNs (Network Security) is new way for you who has curiosity to look for some
information because it relief your hunger associated with. Getting deeper you in it getting knowledge more
you know or perhaps you who still having little digest in reading this SSL Remote Access VPNs (Network
Security) can be the light food to suit your needs because the information inside this particular book is easy
to get by simply anyone. These books acquire itself in the form that is certainly reachable by anyone, yes I
mean in the e-book form. People who think that in e-book form make them feel sleepy even dizzy this e-



book is the answer. So there is absolutely no in reading a publication especially this one. You can find what
you are looking for. It should be here for you actually. So , don't miss it! Just read this e-book sort for your
better life along with knowledge.
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